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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
This document specifies a functional architecture for service enabler architecture layer (SEAL) over 3GPP networks to support vertical industry applications (e.g. V2X applications). This functional architecture will include common application plane and signalling plane entities. A set of common services (e.g. group management, configuration management, location management) specified in this document can be shared across vertical industry applications. 
The SEAL functional architecture takes into consideration the existing common capabilities in stage 2 work within 3GPP TS 23.379 [2], 3GPP TS 23.280 [3], 3GPP TS 23.281 [4], 3GPP TS 23.282 [5] and 3GPP TS 23.286 [6].
1
Scope

The present document specifies the functional architecture for service enabler architecture layer (SEAL) and the procedures, information flows and APIs for each service within SEAL in order to support vertical industry applications over the 3GPP system. The present document is applicable to vertical industry applications using E-UTRAN or NR access based on the EPC or 5GS architecture defined in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9]. To ensure efficient use and deployment of vertical industry applications over 3GPP systems this specification for SEAL services includes the group management, configuration management, location management, identity management and key management.

Editor's Note: The exact list of SEAL services to be updated at the end of TS development.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".
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[4]
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3GPP TS 23.002: "Network Architecture".
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3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
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3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

VAL user: An authorized user, who can use a VAL UE to participate in one or more VAL services.

VAL user ID: A generic name for the user ID of a VAL user within a specific VAL service.
VAL UE: A UE that can be used to participate in one or more VAL services. 
VAL client: An entity that provides the client side functionalities corresponding to the vertical applications.
SEAL client: An entity that provides the client side functionalities corresponding to the specific SEAL service.
VAL service: A generic name for any service offered by the VAL service provider to their VAL users.
SEAL service: A generic name for a common service (e.g. group management, configuration management, location management) that can be utilized by multiple vertical applications.
VAL server: A generic name for the server application function of a specific VAL service.
SEAL server: An entity that provides the server side functionalities corresponding to the specific SEAL service.
VAL system: The collection of applications, services, and enabling capabilities required to support a VAL service.
Primary VAL system: VAL system where the VAL user profiles of a VAL user are defined.
Partner VAL system: A VAL system that has a business relationship with the primary VAL system such that service can be offered to primary VAL system users.
VAL group: A defined set of VAL UEs or VAL users configured for specific purpose in a VAL service.
NOTE:
The set could be of either VAL UEs or VAL users depending on the specific VAL service.
VAL group home system: The VAL system where the VAL group is defined.
VAL group member: A VAL service user, whose VAL user ID is listed in a particular VAL group.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GS
5G System
API
Application Programming Interface
CAPIF
Common API Framework for northbound APIs

E-UTRAN
Evolved Universal Terrestrial Radio Access Network
EPC
Evolved Packet Core
NR
New Radio
PLMN
Public Land Mobile Network
SCEF
Service Capability Exposure Function
SEAL
Service Enabler Architecture Layer for Verticals
VAL
Vertical Application Layer

UE
User Equipment
4
Architectural requirements
4.1
General
4.1.1
Description

This subclause specifies the general requirements for SEAL.

4.1.2
Requirements

[AR-4.1.2-a] The SEAL shall support applications from one or more verticals.

[AR-4.1.2-b] The SEAL shall support multiple applications from the same vertical.

[AR-4.1.2-c] The SEAL shall offer SEAL services as APIs to the vertical industry applications.
[AR-4.1.2-d] The SEAL shall support notification mechanism for SEAL service events.
[AR-4.1.2-e] The API interactions between the vertical application server(s) and SEAL server(s) shall conform to CAPIF as specified in 3GPP TS 23.222 [7].

[AR-4.1.2-f] The SEAL server(s) shall provide a service API compliant with CAPIF as specified in 3GPP TS 23.222 [7].

Editor's Note: Consistent usage of terms verticals, vertical applications and vertical industry applications along with necessary clarification is FFS.

4.2
Deployment models
4.2.1
Description

This subclause specifies the requirements for various deployment models.

4.2.2
Requirements

[AR-4.2.2-a] The SEAL shall support deployments in which SEAL services are deployed only within PLMN network.
[AR-4.2.2-b] The SEAL shall support deployments in which SEAL services are deployed only outside of PLMN network.
[AR-4.2.2-c] The SEAL shall support deployments in which SEAL services are deployed both within and outside the PLMN domain at the same time.

[AR-4.2.2-d] The SEAL shall support SEAL capabilities for centralized deployment of vertical applications.
[AR-4.2.2-e] The SEAL shall support SEAL capabilities for distributed deployment of vertical applications.
4.3
Location management
4.3.1
Description

This subclause specifies the requirements for location management service.

4.3.2
Requirements

[AR-4.3.2-a] The SEAL shall enable sharing location data between client and server for vertical applications usage.
[AR-4.3.2-b] The SEAL shall support different granularity of location data, as required by the vertical application.
[AR-4.3.2-c] The SEAL shall support requests for on-demand location reporting.
[AR-4.3.2-d] The SEAL shall support client location reporting based on triggers.
[AR-4.3.2-e] The SEAL shall enable vertical applications to receive updates to the location information.
[AR-4.3.2-f] The SEAL shall enable sharing the network location information obtained from the 3GPP network systems to the vertical applications.
4.4
Group management
4.4.1
Description

This subclause specifies the requirements for group management service.

4.4.2
Requirements

[AR-4.4.2-a] The SEAL shall enable group management operations (e.g. CRUDN) by the authorized users.
[AR-4.4.2-b] The SEAL shall enable creation of group to be used by one or more vertical applications within the same service domain.
Editor's Note: The definition of service domain is FFS.

[AR-4.4.2-c] The SEAL shall enable two or more groups to be merged (temporarily or permanently) into a single group by the authorized users wherein all the group members of the constituent groups are designated as members of the merged group.
4.5
Configuration management
4.5.1
Description

This subclause specifies the requirements for configuration management service.

4.5.2
Requirements

[AR-4.5.2-a] The SEAL shall enable configuring service specific configuration data applicable to vertical applications.
[AR-4.5.2-b] The SEAL shall support configuring data applicable to different vertical applications.
4.6
Key management
4.6.1
Description

This subclause specifies the requirements for key management service.

4.6.2
Requirements

[AR-4.6.2-a] The SEAL shall support secure distribution of security related information (e.g. encryption keys).
[AR-4.6.2-b] The SEAL shall support all communications in SEAL ecosystem to be secured.
4.7
Identity management
4.7.1
Description

This subclause specifies the requirements for identity management service.

4.7.2
Requirements

[AR-4.7.2-a] The SEAL shall enable the access to SEAL services from the vertical application layer entities to be authorized.
Editor's Note: The relationship between identity management service and authorization is FFS.

4.x
<Requirement type x>
Editor's Note:
Provide a suitable title for the requirements.

4.x.1
Description

Editor's Note:
This subclause will add description for the requirement type.

4.x.2
Requirements

Editor's Note:
This subclause will describe the architectural requirements.

5
Involved business relationships

Figure 5-1 shows the business relationships that exist and that are needed to support a single VAL user. 
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Figure 5-1: Business relationships for VAL services
The VAL user belongs to a VAL service provider based on a VAL service agreement between the VAL user and the VAL service provider. The VAL service provider can have VAL service agreements with several VAL users. The VAL user can have VAL service agreements with several VAL service providers.
The VAL service provider and the home PLMN operator can be part of the same organization, in which case the business relationship between the two is internal to a single organization.

The home PLMN operator can have PLMN operator service arrangements with multiple VAL service providers and the VAL service provider can have PLMN operator service arrangements with multiple home PLMN operators. As part of the PLMN operator service arrangement between the VAL service provider and the home PLMN operator, PLMN subscription arrangements can be provided which allows the VAL UEs to register with home PLMN operator network.

The home PLMN operator can have PLMN roaming agreements with multiple visited PLMN operators and the visited PLMN operator can have PLMN roaming agreements with multiple home PLMN operators.

6
Generic functional model for SEAL services
6.1
General
The functional model for SEAL is organized into generic SEAL service functional model and specific SEAL service functional models. The generic SEAL service functional model will be used as the reference model for the specific SEAL service functional models.

The following SEAL services are supported towards the vertical application layer:

-
Location management;

-
Group management;

-
Configuration management;

-
Identity management;

-
Key management; and
-
Network resource management.

The generic functional model for the SEAL is organized into generic functional entities to describe a functional architecture which addresses the application layer support aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

6.2
On-network functional model description
Figure 6.2-1 illustrates the generic on-network functional model for SEAL.
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Figure 6.2-1: Generic on-network functional model

In the vertical application layer, the VAL client communicates with the VAL server over VAL-UU reference point. VAL-UU supports both unicast and multicast delivery modes.

NOTE 1:
The VAL-UU reference point is out of scope of the present document.

The SEAL functional entities on the UE and the server are grouped into SEAL client(s) and SEAL server(s) respectively. The SEAL consists of a common set of services (e.g. group management, location management) and reference points. The SEAL offers its services to the vertical application layer (VAL). 

NOTE 2:
The functionalities and reference points of the vertical application layer are out of scope of the present document.
NOTE 3:
The vertical application layer may further consist of vertical application enabler layer functionalities (specified by 3GPP) and application specific functionalities, which is out of scope of the present document.
The SEAL client(s) communicates with the SEAL server(s) over the SEAL-UU reference points. SEAL-UU supports both unicast and multicast delivery modes. The SEAL client(s) provides the service enabler layer support functions to the VAL client(s) over SEAL-C reference points. The VAL server(s) communicate with the SEAL server(s) over the SEAL-S reference points. The SEAL server(s) may communicate with the underlying 3GPP network systems using the respective 3GPP interfaces specified by the 3GPP network system.
Editor's Note:
SEAL-UU support for multicast delivery is FFS.

The specific SEAL client(s) and the SEAL server(s) along with their specific SEAL-UU reference points and the specific network interfaces of 3GPP network system used are described in the respective on-network functional model for each SEAL service.

Editor's Note:
It is FFS how the SEAL entities and the corresponding reference points specified in 3GPP TS 23.280 [3] are harmonized.

Figure 6.2-2 illustrates the functional model for interconnection between SEAL servers.
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Figure 6.2-2: Interconnection between SEAL servers

To support distributed SEAL server deployments, the SEAL server interacts with another SEAL server for the same SEAL service over SEAL-E reference point.

Figure 6.2-3 illustrates the functional model for inter-service communication between SEAL servers.
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Figure 6.2-3: Inter-service communication between SEAL servers

The SEAL server interacts with another SEAL server for inter-service communication over SEAL-X reference point.

Figure 6.2-4 shows the functional model for the signalling control plane.
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Figure 6.2-4: Functional model for signalling control plane

6.3
Off-network functional model description
Figure 6.3-1 illustrates the generic off-network functional model for SEAL.
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Figure 6.3-1: Generic off-network functional model

In the vertical application layer, the VAL client of UE1 communicates with VAL client of UE2 over VAL-PC5 reference point. A SEAL client of UE1 interacts with the corresponding SEAL client of UE2 over SEAL-PC5 reference points. The UE1, if connected to the network via Uu reference point, can also act as a UE-to-network relay, to enable UE2 to access the VAL server(s) over the VAL-UU reference point.

NOTE:
The VAL-PC5 reference point is out of scope of the present document.

Editor's Note:
The functionalities of reference points between the SEAL clients of two UEs over SEAL-PC5 reference point is FFS.

The specific SEAL client(s) along with their specific SEAL-PC5 reference points are described in the respective off‑network functional model for each SEAL service.

6.4
Functional entities description
Editor's Note:
This subclause will describe the functional entities in the generic on-network and off-network functional models
6.4.1
General

Each subclause is a description of a functional entity corresponding to SEAL and does not imply a physical entity.

6.4.2
Application plane

6.4.2.1
General

Entities within the application plane of a VAL system provide application control and media specific functions to support one or more VAL services.

6.4.2.2
VAL client

The VAL client provides the client side functionalities corresponding to the vertical applications (e.g. V2X client). The VAL client supports interactions with the SEAL client(s).
NOTE:
The details of the VAL client is specific to the vertical and out of scope of the present document.

6.4.2.3
VAL server

The VAL server provides the server side functionalities corresponding to the vertical applications (e.g. V2X application servers). The VAL server acts as CAPIF's API invoker as specified in 3GPP TS 23.222 [7].
NOTE:
The details of the VAL server is specific to the vertical and out of scope of the present document.

6.4.2.4
SEAL client

The SEAL client provides the client side functionalities corresponding to the specific SEAL service. The SEAL client(s) supports interactions with the VAL client(s). The SEAL client also supports interactions with the corresponding SEAL client between the two UEs. 

NOTE:
It is up to each SEAL client to support the appropriate signalling plane entities.

6.4.2.5
SEAL server

The SEAL server provides the server side functionalities corresponding to the specific SEAL service. The SEAL server supports interactions with the VAL server(s). The SEAL server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The SEAL server also supports interactions with the corresponding SEAL server in distributed SEAL deployments.

NOTE:
It is up to each SEAL server to support the appropriate signalling plane entities.

6.4.3
Signalling control plane

6.4.3.1
SIP entities

6.4.3.1.1
Signalling user agent

This functional entity acts as the SIP user agent (both client and server) for all SIP transactions.
6.4.3.1.2
SIP AS

The SIP AS functional entity supports the following functions on behalf of the VAL service:

-
influencing and impacting the SIP session; and

-
supporting event subscription and event notification.

NOTE:
In the IM CN subsystem, this is provided by the Application Server as defined in 3GPP TS 23.002 [12].
6.4.3.1.3
SIP core

6.4.3.1.3.1
General

The SIP core contains a number of sub-entities responsible for registration, service selection and routing in the signalling control plane.

The SIP core shall be either:
1.
compliant with 3GPP TS 23.228 [13], i.e. the SIP core is a 3GPP IP multimedia core network subsystem; or
2.
a SIP core, which internally need not comply with the architecture of 3GPP TS 23.228 [13], but with the reference points that are defined in subclause 6.5.3 (if exposed), compliant to the reference points defined in 3GPP TS 23.002 [12].

The data related to the functions of the SIP core, e.g. for data for application service selection, the identity of the serving registrar or authentication related information may be provided by the PLMN operator responsible for the bearer plane. In this case, the SIP database that is the source of the data may be part of the HSS. Alternatively, this data may be provided by the VAL service provider. In this case, the source of the data may be the VAL service provider's SIP database.

6.4.3.1.3.2
Local inbound / outbound proxy

The local inbound / outbound proxy functional entity acts as both an inbound proxy and an outbound proxy for all SIP transactions. This functional entity can provide the following functions:

-
NAT traversal;

-
Resource control;

-
Route/forward requests and responses to the user agents;

-
SIP signalling security; and

-
Depending on the PLMN operator policy, discovery and address resolution, including E.164 numbers.

NOTE:
In the IM CN subsystem, this functional entity is provided by the P-CSCF as defined in 3GPP TS 23.228 [13].

6.4.3.1.3.3
Registrar finder

The registrar finder functional entity is responsible for: 

a)
Identifying the serving registrar / application service selection functional entity. The serving registrar / application service selection functional entity is identified using information provided either by the PLMN operator's own SIP database or the VAL service provider's SIP database, and optionally using the PLMN operator's internal information e.g. network topology, registrar availability.

1)
Registrar finder and registrar in the VAL service provider domain: registrar finder in the VAL service provider's domain uses the information from the VAL service provider's SIP database to identify the serving registrar in the VAL service provider domain.

2)
Registrar finder and registrar in the PLMN operator domain: registrar finder uses information from PLMN operator's SIP database to identify the serving registrar in the PLMN operator domain.

3)
Registrar finder in PLMN operator domain and registrar in VAL service provider domain: registrar finder uses information from the VAL service provider's SIP database to identify the serving registrar in the VAL service provider domain.

NOTE 1:
The need for the registrar finder is deployment specific e.g. a deployment that has only one registrar does not need the registrar finder and the related SIP database information.

b)
Providing discovery and address resolution, including E.164 numbers.

NOTE 2:
In the IM CN subsystem, this is provided by the I-CSCF as defined in 3GPP TS 23.228 [13].

6.4.3.1.3.4
Registrar / application service selection

The registrar / application service selection functional entity provides the following functions:

-
Registrar function (with integral provision of a location server) and also acts as an inbound proxy (with access to the integral location server), and outbound proxy for all SIP transactions where application service selection is required. It registers the user and maintains the association of the location and identity of the user in a location service. It provides notifications of the registration states.

-
Supports authentication for identities provided within SIP signalling. Both the registrar (with integral location server) and authentication functions are supported by access either to the public network's own SIP database or the VAL service provider's SIP database.

-
Can provide the application service selection for all SIP transactions, possibly based on application service selection information stored by either the public network's own SIP database or the VAL service provider's SIP database.

-
Performs SIP signalling security.

NOTE:
In the IM CN subsystem, this is provided by the S-CSCF as defined in 3GPP TS 23.228 [13].

6.4.3.1.4
Diameter proxy
This functional entity acts as a proxy agent for Diameter messaging as specified in IETF RFC 6733 [15].

The Diameter proxy, when used on the AAA-2 interface, is collocated with the migration management server.

Other instances of the Diameter proxy may also be present in the SIP core / IMS.

NOTE:
The number of instances of the Diameter proxy is deployment specific.

6.4.3.2
SIP database

6.4.3.2.1
General

The SIP database contains information concerning the SIP subscriptions and corresponding identity and authentication information required by the SIP core, and such information as application service selection. 

In deployment scenarios where the PLMN operator provides the SIP core, this database is provided by the HSS.

In deployment scenarios where the VAL service provider provides the SIP core, the SIP database may be provided by the VAL service provider.

Access to the data residing in the SIP database is restricted to the SIP core entities that are specifically serving the subscriber/user whose data are stored, i.e. registrars and registrar finders can access SIP databases only when they are part of the same trust domain for the data being provided.

NOTE:
The SIP database can be in a different network than the registrar finder since the trust domain for the criteria for registrar selection can be different than the trust domain for the signalling plane user identities.

The SIP database is responsible for storing the following user related information:

-
signalling plane user identities: Numbering and addressing information;

-
signalling plane security information: SIP core access control information for authentication and authorization;

-
VAL UE Location information at inter-system level: the SIP database supports the user registration, and stores inter-system location information, etc.; and

-
signalling plane subscription profile (including initial filter criteria).

The SIP database also generates signalling plane security information for mutual authentication, communication integrity check and ciphering.
Based on this information, the SIP database is also responsible to support the call control and session management entities of the SIP core.

The SIP database consists of the following functionalities:

-
support for control functions of the SIP core such as the Registrar and Registrar finder. This is needed to enable subscriber usage of the SIP core services. This functionality is independent of the access network used to access the SIP core; and

-
authentication functionality required by the SIP core to authenticate the VAL UE. 

6.4.3.2.2
SIP database logical functions

The SIP database provides the following logical functions:
a)
mobility management;

-
provides the UE mobility through the SIP core.

b)
registrar assignment support;

-
provides to the registrar finder the required capabilities for VAL services based on VAL service provider requirements on a per-user basis, (e.g. whether a particular registrar within the PLMN operator's network (e.g. a registrar reserved for VAL service use or a registrar in a secure location) or a registrar within the VAL service provider network is assigned.

c)
call and/or session establishment support;

-
provides the call and/or session establishment procedures in the SIP core. For terminating traffic, it provides information on which registrar currently hosts the user.

d)
user security information generation;

-
provides generation of user authentication, integrity and ciphering data for the SIP core.

e)
signalling plane security support;

-
provides authentication procedures to access VAL services by storing the generated data for authentication, integrity and ciphering at the signalling plane and by providing these data to the appropriate registrar.

f)
user identification handling;

-
provides the appropriate relations among all the identifiers uniquely determining the signalling plane identities in the SIP core e.g. IMS public identities.

g)
access authorisation; and

-
provides authorisation of the user for mobile access when requested by the registrar e.g. by checking that the user is allowed to roam to that visited network.

h)
service authorisation support.

-
provides basic authorisation for terminating call/session establishment and service invocation. The SIP database may update the registrar with filter criteria to trigger the VAL server(s).

6.4.3.3
HTTP entities

6.4.3.3.1
HTTP client

This functional entity acts as the client for all hypertext transactions.

6.4.3.3.2
HTTP proxy

This functional entity acts as a proxy for hypertext transactions between the HTTP client and one or more HTTP servers. The HTTP proxy terminates a TLS session on HTTP-1 with the HTTP client of the VAL UE allowing the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers that are reachable by the HTTP proxy. 
The HTTP proxy terminates the HTTP-3 reference point that lies between different HTTP proxies. It may provide a topology hiding function from HTTP entities outside the trust domain of the VAL system.
The HTTP proxy shall be in the same trust domain as the HTTP clients and HTTP servers that are located within a VAL service provider's network. There can be multiple instances of an HTTP proxy e.g. one per trust domain.
NOTE:
The number of instances of the HTTP proxy is deployment specific.

6.4.3.3.3
HTTP server

This functional entity acts as the HTTP server for all hypertext transactions.

6.5
Reference points description
6.5.1
General reference point principle

The protocols on any reference point that is exposed for VAL service interoperability with other SIP core or other IMS entities in other systems shall be compatible with the protocols defined for the corresponding reference point defined in 3GPP TS 23.002 [12].

6.5.2
Application plane

6.5.2.1
General

The reference points for the generic functional model for SEAL are described in the following subclauses.

6.5.2.2
VAL-UU
The interactions related to vertical application layer support functions between VAL client and VAL server are supported by VAL-UU reference point. This reference point is an instance of Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].

NOTE:
The details of VAL-UU reference point is out of scope of the present document.

6.5.2.3
VAL-PC5
The interactions related to vertical application layer support functions between the VAL clients of two UEs are supported by VAL-PC5 reference point. This reference point is an instance of PC5 reference point as described in 3GPP TS 23.303 [10].

NOTE:
The details of VAL-PC5 reference point is out of scope of the present document.

6.5.2.4
SEAL-UU
The interactions between a SEAL client and the corresponding SEAL server are generically referred to as SEAL-UU reference point. The specific SEAL service reference point corresponding to SEAL-UU is specified in the specific SEAL service functional model.

6.5.2.5
SEAL-PC5
The interactions between the SEAL clients of two VAL UEs are generically referred to as SEAL-PC5 reference point. The specific SEAL service reference point corresponding to SEAL-PC5 is specified in the specific SEAL service functional model.

6.5.2.6
SEAL-C
The interactions between the VAL client(s) and the SEAL client(s) within a VAL UE are generically referred to as SEAL‑C reference point. The specific SEAL service reference point corresponding to SEAL-C is specified in the specific SEAL service functional model.

6.5.2.7
SEAL-S
The interactions between the VAL server and the SEAL server are generically referred to as SEAL‑S reference point. The specific SEAL service reference point corresponding to SEAL-S is specified in the specific SEAL service functional model.

6.5.2.8
SEAL-E
The interactions between the SEAL servers of the same type are generically referred to as SEAL‑E reference point. The specific SEAL service reference point corresponding to SEAL-E is specified in the specific SEAL service functional model.

6.5.2.9
SEAL-X
6.5.2.9.1
General

The interactions between the SEAL servers of different type are generically referred to as SEAL‑X reference point. The specific SEAL server interactions corresponding to SEAL-X are described in the following subclauses.

6.5.2.9.2
Reference point SEAL-X1 (between the key management server and the group management server)

The SEAL-X1 reference point, which exists between the key management server and the group management server, provides a means for the key management server to provide security related information (e.g. encryption keys) to the group management server.

The SEAL-X1 reference point shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server.

NOTE:
SEAL-X1 is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].

Editor's note: Adding SA3 TS reference is FFS.

6.5.2.9.3
Reference point SEAL-X2 (between the configuration management server and the VAL user database)

The SEAL-X2 reference point, which exists between the VAL user database and the configuration management server, is used for:

-
the configuration management server to store the user profile data in the specific VAL user database; and

-
the configuration management server to obtain the user profile from the specific VAL user database for further configuration in the VAL UE.
Editor's note: Adding VAL user database to the functional model is FFS.
6.5.3
Signalling control plane

6.5.3.1
General

The reference points for the SIP and HTTP signalling are described in the following subclauses.

6.5.3.2
Reference point SIP-1(between the signalling user agent and the SIP core)

The SIP-1 reference point, which exists between the signalling user agent and the SIP core for establishing a session in support of VAL service, shall use the Gm reference point as defined in 3GPP TS 23.002 [12] (with necessary enhancements to support VAL service requirements and profiled to meet the minimum requirements for support of VAL service). The SIP-1 reference point fulfils the requirements of the GC1 reference point specified in 3GPP TS 23.468 [14]. The SIP-1 reference point is used for:

-
SIP registration;

-
authentication and security to the service layer;

-
event subscription and event notification;
-
communication of the TMGI for multicast operation;

-
overload control;

-
session management; and
-
media negotiation.

6.5.3.3
Reference point SIP-2 (between the SIP core and the SIP AS)

The SIP-2 reference point, which exists between the SIP core and the SIP AS for establishing a session in support of VAL service, shall use the ISC and Ma reference points as defined in 3GPP TS 23.002 [12]. The SIP-2 reference point is used for:

-
notification to the VAL service server(s) of SIP registration by the VAL UE;

-
authentication and security to the service layer;

-
event subscription and event notification;

-
communication of the TMGI for multicast operation;

-
session management; and
-
media negotiation.

6.5.3.4
Reference point SIP-3 (between the SIP core and SIP core)

The SIP-3 reference point, which exists between one SIP core and another SIP core for establishing a session in support of VAL service, shall use the Mm and ICi reference points as defined in 3GPP TS 23.002 [12]. The SIP-3 reference point is used for:

-
event subscription and event notification;

-
session management; and
-
media negotiation.
Editor's note:
it is FFS whether changes are needed to SIP-3 when used between servers in different trust domains.
6.5.3.5
Reference point HTTP-1 (between the HTTP client and the HTTP proxy)

The HTTP-1 reference point exists between the HTTP client and the HTTP proxy. Between the VAL UE and the HTTP proxy, the HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002 [12] (with necessary enhancements to support specific VAL service requirements). The HTTP-1 reference point is based on HTTP (which may be secured using e.g. SSL, TLS).

6.5.3.6
Reference point HTTP-2 (between the HTTP proxy and the HTTP server)

The HTTP-2 reference point, which exists between the HTTP proxy and the HTTP server, is based on HTTP (which may be secured using e.g. SSL, TLS). 

6.5.3.7
Reference point HTTP-3 (between the HTTP proxy and HTTP proxy)

The HTTP-3 reference point, which exists between the HTTP proxy and another HTTP proxy in a different network, is based on HTTP (which may be secured using e.g. SSL, TLS).
Editor's note:
it is FFS whether changes are needed to HTTP-3 when used between servers in different trust domains.
6.5.3.8
Reference point AAA-1 (between the SIP database and the SIP core)

The AAA-1 reference point, which exists between the SIP database and the SIP core, is used by the SIP core to retrieve signalling plane data from the SIP database. The AAA-1 reference point utilises the Cx reference point as defined in 3GPP TS 23.002 [12].

In some deployment scenarios the registrar and SIP database are located in the VAL service provider's network while the registrar finder is in the PLMN operator's network and the AAA-1 reference point is an inter-network interface.
6.5.3.9
Reference point AAA-2 (between the SIP core and Diameter proxy)

The AAA-2 reference point, which exists between the SIP core / IMS and Diameter proxy for SIP registration during migration, shall use the Cx reference point as defined in 3GPP TS 23.002 [12]. The AAA-2 reference point is used for:

-
authentication and security to the service layer for migration;
7
Identities
7.1
User identity (User ID)
The VAL user presents the user identity to the identity management server during a user authentication transaction, to provide the identity management client a means for VAL service authentication. In general, since identity management is a common SEAL service, it uses a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single VAL service. The user credentials uniquely identifies the VAL user to the identity management server. 

NOTE:
The specific security and authentication mechanisms required in order to use the user ID is specified in 3GPP TS 33.xyz [X].

Editor's note:
Reference to SA3 TS is FFS.

Editor's note: The naming and definition of the identies in subclause 7 may require further study (e.g. renaming user identity to VAL user identity, and renaming VAL user identity to VAL service user identity).

7.2
VAL user identity (VAL user ID)
The VAL user ID is a unique identifier within the VAL service that represents the VAL user. For example, the VAL user ID may be a URI. The VAL user ID is used for authentication and authorization purposes for providing the VAL service towards the VAL user via the VAL UE. The VAL user ID also indicates the VAL service provider with whom the VAL user has a VAL service agreement. The VAL user may have VAL service agreement with several VAL service providers and thus will have obtained unique VAL user ID per VAL service provider. The VAL user ID can be used to access any SEAL service.

7.3
VAL UE identity (VAL UE ID)
The VAL UE ID is a unique identifier within the VAL service that represents the VAL UE. For example, the VAL UE ID for V2X service is StationID as specified in ETSI TS 102 894-2 [16]. The VAL UE ID is used to address the VAL UE in order to send VAL messages.

Editor's note: Whether VAL UE ID can be globally unique is FFS.
7.4
VAL service identity (VAL service ID)
The VAL service ID is a unique identifier that represents the VAL service. A VAL server provides a list of VAL services towards the VAL users or VAL UE. Each VAL service is uniquely identified by a VAL service ID, which is an identifier of the VAL application providing that VAL service. The VAL service ID can be used for policy mapping, QoS handling for VAL communication and VAL message distribution. For example, an identifier of a V2X service, e.g. ITS-AID or PSID specified in ETSI TS 102 965 [17] and ISO TS 17419 [18], can be used as a V2X service ID.
7.5
VAL group identity (VAL group ID)
The VAL group ID is a unique identifier within the VAL service that represents a set of VAL users or VAL UE according to the VAL service. The set of VAL users may belong to the same or different VAL service providers. It indicates the VAL application server where the group is defined.

7.6
VAL system identity (VAL system ID)

The VAL system ID is a globally unique identifier representing a VAL system.

8
Application of functional model to deployments
Editor's Note:
This subclause will describe the deployment models

9
Location management
9.1
General
The location management is a SEAL service that offers the location management related capabilities to one or more vertical applications.

9.2
Functional model for location management
9.2.1
General
The functional model for the location management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for location management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

9.2.2
On-network functional model description
Figure 9.2.2-1 illustrates the generic on-network functional model for location management.
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Figure 9.2.2-1: On-network functional model for location management

The location management client communicates with the location management server over the LM-UU reference point. The location management client provides the support for location management functions to the VAL client(s) over LM‑C reference point. The VAL server(s) communicate with the location management server over the LM-S reference point. 

The location management server communicates with the SCEF via T8 reference point to obtain location information from the underlying 3GPP network system.
9.2.3
Off-network functional model description
Figure 9.2.3-1 illustrates the off-network functional model for location management.
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Figure 9.2.3-1: Off-network functional model for location management

The location management client of the UE1 communicates with the location management client of the UE2 over the LM-PC5 reference point.
9.2.4
Functional entities description
9.2.4.1
General

The functional entities for location management SEAL service are described in the following subclauses.
9.2.4.2
Location management client

The location management client functional entity acts as the application client for location management functions. It interacts with the location management server. The location management client also supports interactions with the corresponding location management client between the two UEs.

9.2.4.3
Location management server
The location management server is a functional entity that receives and stores user location information and provides user location information to the vertical application server. The location management server may also acquire location information provided by PLMN operator via T8 reference point. The location management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The location management server also supports interactions with the corresponding location management server in distributed SEAL deployments.
9.2.5
Reference points description
9.2.5.1
General

The reference points for the functional model for location management are described in the following subclauses.

9.2.5.2
LM-UU
The interactions related to location management functions between the location management client and the location management server are supported by LM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
LM-UU reference point provides a means for the location management server to receive location information report from the location management client. The LM-UU reference point shall use SIP-1 and SIP-2 reference points for subscription/notification related signalling. And for transport and routing of location management related signalling LM-UU reference point uses the HTTP-1 and HTTP-2 signalling control plane reference points.
9.2.5.3
LM-PC5
The interactions related to location management functions between the location management clients located in different VAL UEs are supported by LM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
9.2.5.4
LM-C
The interactions related to location management functions between the VAL client(s) and the location management client within a VAL UE are supported by LM-C reference point.

9.2.5.5
LM-S
The interactions related to location management functions between the VAL server(s) and the location management server are supported by LM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
LM-S reference point is used by the VAL server to request and receive location information from location management server. The LM-S reference point shall use SIP-1 and SIP-2 reference points for subscription/notification related signalling. And for transport and routing of location management related signalling LM-S reference point uses the HTTP-1 and HTTP-2 signalling control plane reference points.
9.2.5.6
LM-E
The interactions related to location management functions between the location management servers in a distributed deployment are supported by LM-E reference point.
Editor's Note:
The functions enabled over LM-E reference point is FFS.
9.2.5.7
T8

The reference point T8 supports the interactions between the location management server and the SCEF and is specified in 3GPP TS 23.682 [11]. The functions related to location management of T8 are supported by the location management server.

9.3
Procedures and information flows for Location management (on-network)
9.3.1
General
Location information of VAL service user shall be provided by the location management client to the location management server. The location information reporting triggers are based on the location reporting configuration. Different type of location information can be provided.

9.3.2
Information flows for location information

9.3.2.1
Location reporting configuration

Table 9.3.2.1-1 describes the information flow from the location management server to the location management client for the location reporting configuration. This information flow may be sent individually addressed or group addressed on unicast or multicast.
Table 9.3.2.1-1: Location reporting configuration 
	Information element
	Status
	Description

	Identity
	M
	Identity of the VAL user or VAL group to which the location reporting configuration is targeted or identity of the VAL UE.

	Requested location information
	O (NOTE)
	Identifies what location information is requested

	Triggering criteria
	O (NOTE)
	Identifies when the location management client will send the location report

	Minimum time between consecutive reports
	O (NOTE)
	Defaults to 0 if absent otherwise indicates the time interval between consecutive reports

	NOTE:
If none of the information element is present, this represents a cancellation for location reporting.


9.3.2.2
Location information report

Table 9.3.2.2-1 describes the information flow from the location management client to the location management server for the location information reporting.

Table 9.3.2.2-1: Location information report
	Information element
	Status
	Description

	Set of identities
	M
	Set of identities of the reporting VAL users or VAL UEs

	Triggering event
	M
	Identity of the event that triggered the sending of the report

	Location Information
	M
	Location information


9.3.2.3
Location information request

Table 9.3.2.3-1 describes the information flow from the VAL server to the location management server and from the location management server to the location management client for requesting an immediate location information report.

Table 9.3.2.3-1: Location information request

	Information element
	Status
	Description

	Identity list
	M
	List of VAL users or VAL UEs whose location information is requested


9.3.2.4
Location reporting trigger

Table 9.3.2.4-1 describes the information flow from the location management client to the location management server for triggering a location reporting procedure.

Table 9.3.2.4-1: Location reporting trigger
	Information element
	Status
	Description

	Identity
	M (NOTE 1)
	Identity of the requesting authorized VAL user or VAL UE

	Identity
	M (NOTE 1)
	Identity of the requested VAL user or VAL UE

	Immediate Report Indicator
	O (NOTE 2)
	Indicates whether an immediate location report is required

	Requested location information
	O (NOTE 2)
	Identifies what location information is requested

	Triggering criteria
	O (NOTE 2)
	Identifies when the client will send the location report

	Minimum time between consecutive reports
	O (NOTE 2)
	Defaults to 0 if absent otherwise indicates the interval time between consecutive reports

	NOTE 1:
The identity of the requesting VAL user/UE and the requested VAL user/UE should belong to the same VAL service.

NOTE 2:
At least one of these rows shall be present.


9.3.2.5
Location information subscription request
Table 9.3.2.5-1 describes the information flow from the VAL server to the location management server for location information subscription request.

Table 9.3.2.5-1: Location information subscription request
	Information element
	Status
	Description

	Identity
	M
	Identity of the requesting VAL user or VAL UE

	Identities list
	M
	List of VAL users or VAL UEs whose location information is requested.

	Time between consecutive reports
	M
	It indicates the interval time between consecutive reports


9.3.2.6
Location information subscription response

Table 9.3.2.6-1 describes the information flow from the location management server to the VAL server for location information subscription response.

Table 9.3.2.6-1: Location information subscription response
	Information element
	Status
	Description

	Identity
	M
	Identity of the requesting VAL user or VAL UE

	Subscription status
	M
	It indicates the subscription result


9.3.2.7
Location information notification
Table 9.3.2.7-1 describes the information flow from the location management server to the VAL server.

Table 9.3.2.7-1: Location information notification
	Information element
	Status
	Description

	Identities list
	M
	List of the VAL users or VAL UEs whose location information needs to be notified

	Identity
	M
	Identity of the VAL user or VAL UE subscribed to location of another VAL user or VAL UE (NOTE)

	Triggering event
	M
	Identity of the event that triggered the sending of the notification

	Location Information
	M
	Location information

	NOTE:
This is only used for location management server sends location information notification to the VAL user or VAL UE who has subscribed the location.


9.3.3
Event-triggered location reporting procedure

The location management server provides location reporting configuration to the location management clients, indicating what information the location management server expects and what events will trigger the sending of this information to the location management server. The decision to report location information can be triggered at the location management client by different conditions, e.g., the reception of the location reporting configuration, initial registration, distance travelled, elapsed time, cell change, MBMS SAI change, MBMS session change, leaving a specific MBMS bearer service area, tracking area change, PLMN change, call initiation, or other types of events such as emergency. The location report can include information described as ECGI, MBMS SAIs, geographic coordinates and other location information.
Pre-condition:

-
If multicast delivery mode is used, the MBMS bearer being used is activated by the location management server.
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Figure 9.3.3-1: Event-triggered location reporting procedure

1.
The location management server sends location reporting configuration message to the location management client(s) containing the initial location reporting event triggers configuration (or a subsequent update) , e.g. minimum time between consecutive reports, SAI changes, or ECGI changes for reporting the location of the VAL UE. This message can be sent over a unicast bearer to a specific location management client or as a group message over an MBMS bearer to update the location reporting configuration for multiple location management clients at the same time.

NOTE 1:
The location reporting configuration information can be made part of the user profile, in which case the sending of the message is not necessary.

NOTE 2:
Different location management clients may be given different location reporting criteria.

2.
The location management client stores or updates the location reporting event triggers configuration. A location reporting event occurs, triggering step 3.

3.
The location management client sends a location information report to the location management server, containing location information identified by the location management server and available to the location management client.

4.
Upon receiving the report, the location management server updates location of the reporting location management client. If the location management server does not have location information of the reporting location management client before, then just stores the reporting location information for that location management client. 

9.3.4
On-demand location reporting procedure

The location management server can request UE location information at any time by sending a location information request to the location management client, which may trigger location management client to immediately send the location report. 
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Figure 9.3.4-1: On-demand location information reporting procedure

1.
Based on configurations such as periodical location information timer, or location information request from other entities (e.g., another location management client, VAL server), location management server initiates the immediately request location information from the location management client.

2.
The location management server sends a location information request to the location management client.

3.
VAL user or VAL UE is notified and asked about the permission to share its location. VAL user can accept or deny the request

4.
The location management client immediately responds to the location management server with a report containing location information identified by the location management server and available to the location management client.

5.
Upon receiving the report, the location management server updates location of the reporting location management client. If the location management server does not have location information of the reporting location management client before, then just stores the reporting location information for that location management client.

9.3.5
Client-triggered location reporting procedure

Figure 9.3.5-1 illustrates the high level procedure of client-triggered location reporting.
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Figure 9.3.5-1: Client-triggered location reporting procedure

1.
Location management client 2 (authorized VAL user or VAL UE) sends a location reporting trigger to the location management server to activate a location reporting procedure for obtaining the location information of location management client 1. 

2.
Location management server checks whether location management client 2 is authorized to send a location reporting trigger. Depending on the information specified by the location reporting trigger, location management server initiates an on-demand location reporting procedure or an event-triggered location reporting procedure for the location of location management client 1.
9.3.6
Location reporting event triggers configuration cancel

Figure 9.3.6-1 illustrates the procedure used for cancelling the location reporting event triggers configuration at the VAL client.

Pre-conditions:

1.
The location management server has subscribed the location management client location with the location reporting event triggers.

2.
If multicast delivery mode is used, the MBMS bearer being used is activated by the location management server.
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Figure 9.3.6-1: Location reporting event triggers configuration cancel
1.
The location management server sends the location reporting configuration cancel request to the location management client to stop receiving the UE location information. This message can be sent via unicast or multicast.

2.
The location management client invalidates the location reporting event triggers configuration and no longer reports its location to the location management server. 

3.
The location management client sends the location reporting configuration cancel response to the location management server.

9.3.7
Location information subscription procedure
Figure 9.3.7-1 illustrates the high level procedure of location information subscription request. The same procedure can be applied for location management client and other entities that would like to subscribe to VAL user or VAL UE location information.
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Figure 9.3.7-1: Location information subscription request procedure

1.
VAL server sends a location information subscription request to the location management server to subscribe location information of one or more VAL users or VAL UEs.

2.
The location management server shall check if the VAL server is authorized to initiate the location information subscription request. 

3.
The location management server replies with a location information subscription response indicating the subscription status.

9.3.8
Event-trigger location information notification procedure

Figure 9.3.8-1 illustrates the high level procedure of event-trigger usage of location information.  The same procedure can be applied for location management client and other entities that would like to subscribe to location information of VAL user or VAL UE.
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Figure 9.3.8-1: Event-trigger usage of location information procedure

1.
Based on the configurations, e.g., subscription, periodical location information timer, location management server is triggered to report the latest user location information to VAL server.
2.
The location management server send the location information report including the latest location information of one or more VAL users or VAL UEs to the VAL server. The latest location information is from the location report procedure as described in subclause 9.3.3, or from PLMN operator.

3.
VAL server may further share this location information to a group or to another VAL user or VAL UE.  

NOTE:
For other entities, the step 3 can be skipped if not needed.

9.3.9
On-demand usage of location information procedure

The VAL server can request UE location information at any time by sending a location information request to the location management server, which may trigger location management server to immediately send the location report. 
Figure 9.3.9-1 illustrates the high level procedure of on demand usage of location information. The same procedure can be applied for location management client and other entities that would like to subscribe to location information of VAL user or VAL UE.
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Figure 9.3.9-1: On-demand usage of location information procedure

1.
VAL server sends a location information request to the location management server.
2.
The location management server acquires the latest location of the UEs being requested, by triggering an on-demand location report procedure as described in subclause 9.3.4, or from PLMN operator.

3.
Then, location management server immediately sends the location information report including the latest location information acquired of one or more VAL users or VAL UEs.

4.
VAL server may further share this location information to a group or to another VAL user or VAL UE.

NOTE:
For other entities, the step 3 can be skipped if not needed.

9.4
SEAL APIs for location management

9.4.1
General

Editor's Note:
This clause will list SEAL APIs.

9.4.2
<API name> API
9.4.2.1
General
API description: 

9.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

10
Group management
10.1
General
The group management is a SEAL service that offers the group management related capabilities to one or more vertical applications.

10.2
Functional model for group management
10.2.1
General
The functional model for the group management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for group management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

10.2.2
On-network functional model description
Figure 10.2.2-1 illustrates the generic on-network functional model for group management.
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Figure 10.2.2-1: On-network functional model for group management

The group management client communicates with the group management server over the GM-UU reference point. The group management client provides the support for group management functions to the VAL client(s) over GM‑C reference point. The VAL server(s) communicate with the group management server over the GM-S reference point. 

10.2.3
Off-network functional model description
Figure 10.2.3-1 illustrates the off-network functional model for group management.

[image: image19.emf]VAL client(s)

UE1

VAL-PC5

SEAL

VAL

GM-PC5

Group management client

GM-C

VAL client(s)

UE2

Group management client

GM-C


Figure 10.2.3-1: Off-network functional model for group management

The group management client of the UE1 communicates with the group management client of the UE2 over the GM‑PC5 reference point.
10.2.4
Functional entities description
10.2.4.1
General

The functional entities for group management SEAL service are described in the following subclauses.
10.2.4.2
Group management client

The group management client functional entity acts as the application client for management of groups. A VAL system maintains groups corresponding to one or more vertical applications. The group management client interacts with the group management server. The group management client also supports interactions with the corresponding group management client between the two UEs.
The group management client functional entity is supported by the signalling user agent and HTTP client functional entities of the signalling control plane.
10.2.4.3
Group management server

The group management server functional entity provides for management of groups supported within the vertical application layer. The group management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The group management server also supports interactions with the corresponding group management server in distributed SEAL deployments.
The group management server functional entity is supported by the SIP AS and HTTP server functional entities of the signalling control plane.

All the group management clients supporting users belonging to a single group are required to use the same group management server for that group. A group management client supporting a user involved in multiple groups can have relationships with multiple group management servers.

10.2.5
Reference points description
10.2.5.1
General

The reference points for the functional model for group management are described in the following subclauses.

10.2.5.2
GM-UU
The interactions related to group management functions between the group management client and the group management server are supported by GM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
GM-UU reference point is used for VAL service signalling for VAL service data management of the VAL service. The GM-UU reference point supports:

-
Configuration of group related data at the group management client by the group management server; and

-
Configuration of group related data at the group management server by the group management client.

The GM-UU reference point uses the HTTP-1/HTTP-2 reference points for transport and routing of group management related signalling. The GM-UU reference point uses the SIP-1/SIP-2 reference points for subscription/notification related signalling.

10.2.5.3
GM-PC5
The interactions related to group management functions between the group management clients located in different VAL UEs are supported by GM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
10.2.5.4
GM-C
The interactions related to group management functions between the VAL client(s) and the group management client within a VAL UE are supported by GM-C reference point.

10.2.5.5
GM-S
The interactions related to group management functions between the VAL server(s) and the group management server are supported by GM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
GM-S reference point supports the VAL server to obtain group information corresponding to the VAL service. The GM-S reference point uses HTTP-1/HTTP-2 reference points for transport and routing of group management related signalling. The GM-S reference point uses SIP-2 reference point for subscription/notification related signalling.
10.2.5.6
GM-E
The interactions related to group management functions between the group management servers in a distributed deployment are supported by GM-E reference point.

Editor's Note:
The functions enabled over GM-E reference point is FFS.
10.3
Procedures and information flows for group management

10.3.1
General

Group management procedures apply to on-network VAL service only.

Group creation provides a dedicated VAL group to individual VAL users to enable the required communication for one or multiple VAL services. This includes the normal group creation by administrators or by authorized user/UE. 

NOTE 1: If an authorized VAL user/UE wants to participate in a new group created by the authorized VAL user/UE, then the authorized VAL user/UE needs to have been included in the new group as a member.

10.3.2
Information flows for group management

10.3.2.1
Group creation request

Table 10.3.2.1-1 describes the information flow group creation request from the group management client to the group management server.

Table 10.3.2.1-1: Group creation request

	Information element
	Status
	Description

	Identity list
	M
	List of VAL user IDs or VAL UE IDs that are part of the group to be created corresponding to the list of the configured services

	VAL service ID list (see NOTE)
	O
	List of VAL services whose service communications are to be enabled on the group.

	VAL service specific information (NOTE)
	O
	Placeholder for VAL service specific information

	NOTE 1:
This information element shall be included in the message for creating a group configured for multiple VAL services.
NOTE 2:
The details of this information element are specified in VAL service specific specification and are out of scope of the present document.


10.3.2.2
Group creation response

Table 10.3.2.2-1 describes the information flow group creation response from the group management server to the group management client.

Table 10.3.2.2-1: Group creation response
	Information element
	Status
	Description

	VAL group ID
	M (NOTE)
	VAL group ID of the group

	NOTE:
If the Result information element indicates failure then the value of VAL group ID information element has no meaning.


10.3.2.3
Group creation notify

Table 10.3.2.3-1 describes the information flow group creation notify from the group management server to the VAL server(s).
NOTE:
When group is configured for multiple VAL services, the group creation notify message is sent from the group management server to the VAL servers configured for the group.
Table 10.3.2.3-1: Group creation notify
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID that was created based on the VAL user ID list and the VAL services enabled on them

	Identity list
	M
	List of VAL user IDs or VAL UE IDs that are part of the created group 


10.3.2.4
Group information query request
Table 10.3.2.4-1 describes the information group information query request from group management client to group management server.

Table 10.3.2.4-1: Group information query request
	Information element
	Status
	Description

	Identity 
	M
	The identity of the VAL user or VAL UE performing the query.

	VAL group ID
	M
	The identity of the VAL group to be queried.

	Query type
	M
	It indicates the query type, i.e., membership information.


10.3.2.5
Group information query response
Table 10.3.2.5-1 describes the information flow group information query response from group management server to group management client.

Table 10.3.2.5-1: Group information query response
	Information element
	Status
	Description

	Identity
	M
	The identity of the VAL user or VAL UE performing the query.

	VAL group ID
	M
	The identity of the VAL group to be queried.

	Query type
	M
	It indicates the query type, e.g. membership information.

	Query result
	M
	The group information retrieved from the group management server based on the query type, i.e., a list of group members.


10.3.2.6
Group membership update request
Table 10.3.2.6-1 describes the information flow group membership update request from the group management client to the group management server.

Table 10.3.2.6-1: Group membership update request
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Identity
	M
	List of identities of the VAL users and VAL UEs affected by this operation 

	Operations 
	M
	Add to or delete from the group


10.3.2.7
Group membership update response
Table 10.3.2.7-1 describes the information flow group membership update response from the group management server to the group management client.

Table 10.3.2.7-1: Group membership update response
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Result
	M
	Indicates the success or failure for the operation


10.3.2.8
Group membership notification
Table 10.3.2.8-1 describes the information flow group membership notification from the group management server to the VAL server.

Table 10.3.2.8-1: Group membership notification
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Identity
	M
	List of identities of the VAL users and VAL UEs affected by this operation 

	Operations 
	M
	Add to or delete from the group


Table 10.3.2.8-2 describes the information flow group membership notification from the group management server to the group management client.

Table 10.3.2.8-2: Group membership notification
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Operations
	M
	Add to or delete from the group


10.3.2.9
Group deletion request

Table 10.3.2.9-1 describes the information flow group deletion request from the group management client to the group management server.

Table 10.3.2.9-1: Group deletion request

	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group to delete


10.3.2.10
Group deletion response

Table 10.3.2.10-1 describes the information flow group deletion response from the group management server to the group management client.

Table 10.3.2.10-1: Group deletion response
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group requested to be deleted  

	Result
	M
	Indicates success (group no longer exists), or failure (group deletion did not occur, e.g. authorization failure).


10.3.2.11
Group deletion notification
Table 10.3.2.11-1 describes the information flow group deletion notification from the group management server to the VAL server, and from the group management server to the group management clients for VAL users which are members of the group.
Table 10.3.2.11-1: Group deletion notification
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID has been deleted.


10.3.2.12
Group information request

Table 10.3.2.12-1 describes the information flow group information request from the group management server in the partner VAL system of the VAL group to the group management server in the primary VAL system of the VAL group.
Table 10.3.2.12-1: Group information request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group


10.3.2.13
Group information response

Table 10.3.2.13-1 describes the information flow group information response from the group management server in the primary VAL system of the VAL group to the group management server in the partner VAL system of the VAL group.
Table 10.3.2.13-1: Group information response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group configuration information
	O (NOTE 1)
	Configuration information for the VAL group

	Failure reason
	O (NOTE 2)
	Indicates reason for failure to provide VAL group configuration information

	NOTE 1:
Shall be present if the request can be fulfilled by the group management server in the primary VAL system of the VAL group.

NOTE 2:
Shall be present if the request cannot be fulfilled by the group management server in the primary VAL system of the VAL group.


10.3.2.14
Group information subscribe request

Table 10.3.2.14-1 describes the information flow group information subscribe request from the group management server in the partner VAL system of the VAL group to the group management server in the primary VAL system of the VAL group.
Table 10.3.2.14-1: Group information subscribe request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group


10.3.2.15
Group information subscribe response

Table 10.3.2.15-1 describes the information flow group information subscribe response from the group management server in the primary VAL system of the VAL group to the group management server in the partner VAL system of the VAL group.
Table 10.3.2.15-1: Group information subscribe response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	Result
	M
	Inidicates success or failure of the subscribe request


10.3.2.16
Group information notify request

Table 10.3.2.16-1 describes the information flow group information notify request from the group management server in the primary VAL system of the VAL group to the group management server in the partner VAL system of the VAL group.
Table 10.3.2.16-1: Group information notify request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group configuration information
	M
	Configuration information for the VAL group


10.3.2.17
Group information notify response

Table 10.3.2.17-1 describes the information flow group information notify response from the group management server in the partner VAL system of the VAL group to the group management server in the primary VAL system of the VAL group.
Table 10.3.2.17-1: Group information notify response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	Result
	M
	Indicates success or failure of the notification request


10.3.2.18
Store group configuration request
Table 10.3.2.18-1 describes the information flow store group configuration request from the group management client to the group management server.

Table 10.3.2.18-1: Store group configuration request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group configuration data
	M
	VAL group configuration data


10.3.2.19
Store group configuration response
Table 10.3.2.19-1 describes the information flow store group configuration response from the group management server to the group management client.

Table 10.3.2.19-1: Store group configuration response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	Result
	M
	Indicates the success or failure for the result


10.3.2.20
Get group configuration request
Table 10.3.2.20-1 describes the information flow get group configuration request from the group management client to the group management server.

Table 10.3.2.20-1: Get group configuration request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group information reference
	M
	Reference to configuration data for the VAL group

	VAL services requested
(see NOTE)
	O
	Service(s) for which group configuration is requested

	NOTE:
If 'VAL services requested' is not present, group configuration is requested for all services defined for the VAL group


10.3.2.21
Get group configuration response
Table 10.3.2.21-1 describes the information flow get configuration response from the group management server to the group management client.

Table 10.3.2.21: Get group configuration response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group configuration data
	M
	VAL group configuration data


10.3.2.22
Subscribe group configuration request
Table 10.3.2.22-1 describes the information flow subscribe group configuration request from the group management client to the group management server.

Table 10.3.2.22-1: Subscribe group configuration request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL services requested

(see NOTE)
	O
	Service(s) for which group configuration is requested

	NOTE:
If 'VAL services requested' is not present, group configuration is requested for all services defined for the VAL group


10.3.2.23
Subscribe group configuration response
Table 10.3.2.23-1 describes the information flow subscribe group configuration response from the group management server to the group management client.

Table 10.3.2.23-1: Subscribe group configuration response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	Result
	M
	Indicates the success or failure for the result


10.3.2.24
Notify group configuration request
Table 10.3.2.24-1 describes the information flow notify group configuration request from the group management server to the group management client.

Table 10.3.2.24-1: Notify group configuration request
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	VAL group information reference (NOTE)
	O
	Reference to information stored relating to the VAL group

	Group related key material (NOTE)
	O
	Key material for use with the VAL group

	NOTE:
At least one of these information elements shall be present.


10.3.2.25
Notify group configuration response
Table 10.3.2.25-1 describes the information flow notify group configuration response from the group management client to the group management server.

Table 10.3.2.25-1: Notify group configuration response
	Information element
	Status
	Description

	VAL group ID
	M
	VAL group ID of the group

	Result
	M
	Indicates the success or failure for the result


10.3.3
Group creation

Figure 10.3.3-1 below illustrates the group creation operations by authorized VAL user/UE/administrator to create a group. It applies to the scenario of normal group creation by a VAL administrator or by authorized user/UE.

Pre-conditions:

1.
The group management client, group management server, VAL server and the VAL group members belong to the same VAL system.

2.
The authorized VAL user/UE/administrator is aware of the users' identities which will be combined to form the VAL group.
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Figure 10.3.3-1: Group creation

1.
The group management client of the authorized VAL user/UE/administrator requests group create operation to the group management server. The identities of the users or UEs being combined and the information of the VAL services that are enabled on the group shall be included in this message.

2.
During the group creation, the group management server creates and stores the information of the group. The group management server performs the check on the policies e.g. maximum limit of the total number of VAL group members for the VAL group(s).
NOTE:
The exact policies are out of scope of the present document.
3.
The group management server may conditionally notify the VAL server regarding the group creation with the information of the group members.

4.
The VAL group members of the VAL group are notified about the newly created VAL group configuration data.

5.
The group management server provides a group creation response to the group management client of the administrator/authorized VAL user/UE.
10.3.4
Group information query
10.3.4.1
General
A VAL user/UE can request the membership list on an VAL group regardless the user or UE's group membership.

10.3.4.2
Procedure
Figure 10.3.4.2-1 below illustrates the group information query on a VAL group. 
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Figure 10.3.4.2-1: Group information query
1.
The group management client of the VAL user/UE requests the group information on the VAL group from the group management server by sending a group information query request. The query type is included.
2.
The group management server checks whether the VAL user/UE is authorized to perform the query. If authorized, then the group management server retrieve the requested group information based on the query type.

3.
The group management server sends a group information query response including the retrieved group information to the group management client.

10.3.5
Group membership
10.3.5.1
Group membership notification
Figure 10.3.5.1-1 illustrates the group membership notification operations to the VAL server(s) and group management clients upon the group membership change at group management server.
Pre-conditions:

1.
VAL group is created on the group management server.
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Figure 10.3.5.1-1: group membership notification
1.
The membership of a specific VAL group is changed at group management server.

2.
The group management server notifies the VAL server(s) regarding the group membership change with the information of the updated group members.
3.
The group management server updates the group management clients of the VAL users/UEs who have been added to or removed from the group.
4.
The group management client requests to retrieve the relevant group configurations from group management server, if the user or UE is added to the group. If the user or UE is deleted from the group, the locally stored group configurations in the VAL UE may be removed.

10.3.5.2
Group membership update by authorized user/UE
Figure 10.3.5.2-1 below illustrates the group membership update operations by an authorized user/UE/administrator to change the membership of a VAL group (e.g. to add or delete group members).
Pre-conditions:

1.
The group management server and VAL server serve the same VAL system;
2.
The initiator of this operation is aware of the current group membership of the VAL group;
3.
The authorized user/UE/administrator is aware of the users' identities which will be added to or deleted from the VAL group.
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Figure 10.3.5.2-1: Group membership update by authorized user/UE
1.
The group management client of the authorized user/UE/administrator requests group membership update operation to the group management server.

2.
The group management server updates the group membership information. The group management server may perform the check on policies e.g. the maximum limit of the total number of VAL group members.
NOTE:
The exact policies are out of scope of the present document.
3.
The group management server notifies the VAL server(s) regarding the group membership change with the information of the updated group members.

4.
The group members that are added to or deleted from the group by this operation are notified about the group membership change. This step may be followed by retrieving group configurations.
5.
The group management server provides a group membership response to the group management client of the authorized user/UE/administrator.
10.3.6
Group configuration management

10.3.6.1
Store group configurations at the group management server

The procedure for store group configurations at the group management server is described in figure 10.3.6.1-1.

Pre-conditions:

-
The group management server may have some pre-configuration data which can be used for online group configuration validation;
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Figure 10.3.6.1-1: Store group configurations at group management server
1.
The group configurations are received by the group management client of an authorized user/UE.

2.
The received group configurations are sent to the group management server for storage using a store group configuration request.
3.
The group management server may validate the group configurations before storage.

4.
The group management server stores the group configurations.

5.
The group management server provides a store group configuration response indicating success or failure. If any validation or storage fails, the group management server provides a failure indication in the store group configuration response.

10.3.6.2
Retrieve group configurations at the group management client

The procedure for retrieve group configurations at the group management client is described in figure 10.3.6.2-1. This procedure can be used following service authorisation when the configuration management client has received the list of groups and the group management client needs to obtain the group configurations, or following a notification from the group management server that new group configuration information is available.

Pre-conditions:

-
The group management server has received configuration data for groups, and has stored this configuration data;

-
The VAL UE has registered for service and the group management client needs to download group configuration data applicable to the current user/UE.
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Figure 10.3.6.2-1: Retrieve group configurations at group management client

1.
The group management client requests the group configuration data.

2.
The group management server provides the group configuration data to the client.

3.
The group management client stores the group configuration information.
10.3.6.3
Subscription and notification for group configuration data
The procedure for subscription for group configuration data as described in figure 10.3.6.3-1 is used by the group management client to indicate to the group management server that it wishes to receive updates of group configuration data for groups for which it is authorized.

Pre-conditions:

-
The group management server has some group configurations stored.

[image: image26.emf]Group management client

Group management

server

2. Subscribe group configuration response

1. Subscribe group configuration request


Figure 10.3.6.3-1: Subscription for group configurations

1.
The group management client subscribes to the group configuration information stored at the group management server using the subscribe group configuration request.

2.
The group management server provides a subscribe group configuration response to the group management client indicating success or failure of the request.
The procedure for notification of group configuration data as described in figure 10.3.6.3-2 is used by the group management server to inform the group management client that new group configuration data is available. It can also be used by the group management server to provide new group related key material to the group management client.

Pre-conditions:

-
The group management client has subscribed to the group configuration information

-
The group management server has received and stored new group configuration information, or the group management server has generated and stored new key material, or both of these have occurred.
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Figure 10.3.6.3-2: Notification of group configurations

1.
The group management server provides the notification to the group management client, who previously subscribed for the group configuration information. Optionally, the notify group configuration request may contain group related key material for the group management client.

2.
The group management client provides a notify group configuration response to the group management server.

3.
If the group management server had provided group related key material to the group management client, the group management client stores the key material.

If the group management server has notified the group management client about new group configuration information through this procedure, the group management client may then follow the procedure described in subclause 10.3.6.2 in order to retrieve that group configuration information.

10.3.6.4
Structure of group configuration data

The group configuration data contains group configuration data common to all VAL  services and group configuration data specific to each VAL service. 

NOTE:
For a VAL service, the VAL group configuration data is listed in the corresponding VAL service specification and is outside the scope of the present document.
10.4
SEAL APIs for group management

10.4.1
General

Editor's Note:
This clause will list SEAL APIs.

10.4.2
<API name> API
10.4.2.1
General
API description: 

10.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

11
Configuration management
11.1
General
The configuration management is a SEAL service that offers the configuration management related capabilities to one or more vertical applications.

11.2
Functional model for configuration management
11.2.1
General
The functional model for the configuration management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for configuration management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

11.2.2
On-network functional model description
Figure 11.2.2-1 illustrates the generic on-network functional model for configuration management.
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Figure 11.2.2-1: On-network functional model for configuration management

The configuration management client communicates with the configuration management server over the CM-UU reference point. The configuration management client provides the support for configuration management functions to the VAL client(s) over CM‑C reference point. The VAL server(s) communicate with the configuration management server over the CM-S reference point. 

11.2.3
Off-network functional model description
Figure 11.2.3-1 illustrates the off-network functional model for configuration management.
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Figure 11.2.3-1: Off-network functional model for configuration management

The configuration management client of the UE1 communicates with the configuration management client of the UE2 over the CM-PC5 reference point.
11.2.4
Functional entities description
11.2.4.1
General

The functional entities for configuration management SEAL service are described in the following subclauses.
11.2.4.2
Configuration management client

The configuration management client functional entity acts as the application client for configuration related transactions. The configuration management client interacts with the configuration management server and provides and receives configuration data. The configuration management client also supports interactions with the corresponding configuration management client between the two UEs.

The configuration management client functional entity is supported by the signalling user agent and HTTP client functional entities of the signalling control plane. 
11.2.4.3
Configuration management server

The configuration management server is a functional entity used to configure one or more vertical applications with 3GPP system related vertical applications provisioning information and configure data on the configuration management client. The configuration management server manages vertical application configuration supported within the vertical's service provider. The configuration management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The configuration management server also supports interactions with the corresponding configuration management server in distributed SEAL deployments.
The configuration management server functional entity is supported by the SIP AS and HTTP server functional entities of the signalling control plane. 
11.2.5
Reference points description
11.2.5.1
General

The reference points for the functional model for configuration management are described in the following subclauses.

11.2.5.2
CM-UU
The interactions related to configuration management functions between the configuration management client and the configuration management server are supported by CM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
The CM-UU reference point provides the configuration information required for VAL services and supports: 

· configuration of the VAL UE by the VAL service; and 

· configuration of the VAL application with the VAL service related information e.g. policy information by the VAL UE. 

The CM-UU reference point shall use the HTTP-1/HTTP-2 reference points for transport and routing of configuration management related signalling. The CM-UU reference point shall use SIP-1/SIP-2 reference points for subscription/notification related signalling.

11.2.5.3
CM-PC5
The interactions related to configuration management functions between the configuration management clients located in different VAL UEs are supported by CM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
11.2.5.4
CM-C
The interactions related to configuration management functions between the VAL client(s) and the configuration management client within a VAL UE are supported by CM-C reference point.

11.2.5.5
CM-S
The interactions related to configuration management functions between the VAL server(s) and the configuration management server are supported by CM-S reference point. The CM-S reference point supports VAL server to obtain the VAL service related vertical applications provisioning information. This reference point is an instance of CAPIF‑2 reference point as specified in 3GPP TS 23.222 [7].
The CM-S reference point shall use HTTP-1/ HTTP-2 reference points for transport and routing of configuration management related signalling. The CM-S reference point shall use SIP-2 reference point for subscription/notification related signalling.
11.2.5.6
CM-E
The interactions related to configuration management functions between the configuration management servers in a distributed deployment are supported by CM-E reference point.

Editor's Note:
The functions enabled over CM-E reference point is FFS.
11.3
Procedures and information flows for configuration management

11.3.1
General

The procedures related to the configuration management are described in the following subcluases.

11.3.2
Information flows

11.3.2.1
Get VAL UE configuration request

Table 11.3.2.1-1 describes the information flow get VAL UE configuration request from the configuration management client to the configuration management server.

Table 11.3.2.1-1: Get VAL UE configuration request

	Information element
	Status
	Description

	VAL UE ID
	M
	Identify of the VAL UE requesting the configuration information.

	VAL service ID
	O (NOTE)
	Identify of the VAL service for which the configuration information is requested.

	NOTE:
If the VAL service ID information element is not present, then the default service is service.


11.3.2.2
Get VAL UE configuration response

Table 11.3.2.2-1 describes the information flow get VAL UE configuration response from the configuration management server to the configuration management client.

Table 11.3.2.2-1: Get VAL UE configuration response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of getting the configuration information

	VAL UE configuration data
	O (NOTE)
	The VAL UE configuration data as specified in the corresponding VAL service specification and outside the scope of the present document

	NOTE:
If the Result information element indicates failure then VAL UE configuration data information element is not included.


11.3.2.3
Get VAL user profile request
Table 11.3.2.3-1 describes the information flow get VAL user profile request from the configuration management client to the configuration management server.

Table 11.3.2.3-1: Get VAL user profile request
	Information element
	Status
	Description

	Identity
	M
	The VAL user ID of the VAL user or VAL UE ID.


11.3.2.4
Get VAL user profile response
Table 11.3.2.4-1 describes the information flow get VAL user profile response from the configuration management server to the configuration management client.

Table 11.3.2.4-1: Get VAL user profile response
	Information element
	Status
	Description

	VAL user profile data
	M
	One or more VAL user profiles associated with the VAL user ID or VAL UE ID provided in the associated get VAL user profile request.


11.3.2.5
Notification for VAL user profile data update
Table 11.3.2.5-1 describes the information flow notification for VAL user profile data update from the configuration management server to the configuration management client.

Table 11.3.2.5-1: Notification for VAL user profile data update
	Information element
	Status
	Description

	Pointer to modified VAL user profile data.
	M
	Pointer to the modified VAL user profile data.


11.3.2.6
Get updated VAL user profile data request
Table 11.3.2.6-1 describes the information flow get updated VAL user profile data request from the configuration management client to the configuration management server.

Table 11.3.2.6-1: Get updated VAL user profile data request
	Information element
	Status
	Description

	Identity
	M
	The VAL user ID of the originating VAL user or VAL UE ID.

	Pointer to modified VAL user profile data.
	M
	Pointer to the modified VAL user profile data.


11.3.2.7
Get updated VAL user profile data response
Table 11.3.2.7-1 describes the information flow get updated VAL user profile data response from the configuration management server to the configuration management client.

Table 11.3.2.7-1: Get updated VAL user profile data response
	Information element
	Status
	Description

	Updated VAL user profile data
	M
	VAL user profile data that has been modified.


11.3.2.8
Update VAL user profile data request
Table 11.3.2.8-1 describes the information flow update VAL user profile data request from the configuration management client to the configuration management server.

Table 11.3.2.8-1: Update VAL user profile data request
	Information element
	Status
	Description

	Identity
	M
	The VAL user ID of the originating VAL user or VAL UE ID.

	Updated VAL user profile data
	M
	The contents of the user profile data to be updated.


11.3.2.9
Update VAL user profile data response
Table 11.3.2.9-1 describes the information flow update VAL user profile data response from the configuration management server to the configuration management client.

Table 11.3.2.9-1: Update VAL user profile data response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure


11.3.3
VAL UE configuration data

11.3.3.1
General
The VAL UE configuration data has to be known by the VAL UE before it can use the VAL service.

11.3.3.2
Procedures

The procedure for VAL UE obtaining the VAL UE related configuration data is illustrated in figure 11.3.3.2-1.
Pre-conditions:

-
The VAL UE has the secure access to the configuration management server.


[image: image30.emf]1. Get VAL UE configuration request

Configuration 

management

client

Configuration

management 

server

2. Get VAL UE configuration response


Figure 11.3.3.2-1: VAL UE obtains the configuration data
1.
The configuration management client sends a get VAL UE configuration request to the configuration management server for obtaining VAL UE configuration data.

2.
The configuration management server sends get VAL UE configuration response to the configuration management client. This message carries the VAL UE configuration data.
11.3.3.3
Structure of VAL UE configuration data

NOTE:
For a VAL service, the VAL UE configuration data is listed in the corresponding VAL service specification and outside the scope of the present document.
11.3.4
VAL user profile data
11.3.4.1
General
The VAL user profile procedures are described in the following subclauses.

11.3.4.2
VAL user obtains the VAL user profile(s) from the network
11.3.4.2.1
VAL user receiving VAL service in primary VAL system
The procedure for the VAL user obtaining VAL user profiles in the primary VAL system of that VAL user is illustrated in figure 11.3.4.2.1-1.
Pre-conditions:

-
The VAL user has performed user authentication in the identity management server.
-
The VAL UE has secure access to the configuration management server.
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Figure 11.3.4.2.1-1: VAL user obtains the VAL user profile(s) from the network
1.
The configuration management client sends a get VAL user profile request message to the configuration management server, which includes the VAL user ID or VAL UE ID.

2.
The configuration management server obtains the VAL user profile information.

3.
The configuration management server sends get VAL user profile response message to the configuration management client. When a download is necessary, this message includes all VAL user profiles that are associated with the VAL user ID or VAL UE ID.
11.3.4.2.2
VAL user receiving VAL service from a partner VAL system

Figure 11.3.4.2.2-1 below illustrates mechanism for the configuration management client to retrieve the VAL user profile for the migrating VAL user from the partner VAL system.

NOTE:
Any proxy servers at the edges of the primary and partner VAL systems which are used to hide the topology of the VAL systems from external entities are not shown in this procedure.

Preconditions

-
The VAL user is permitted to migrate to the partner VAL system, and the relevant authorizations are configured in both the primary and partner VAL systems of that VAL user
-
The VAL user has performed VAL user authentication in the partner VAL system, and has received the necessary credentials to retrieve configuration information and to request service authorization.
-
The VAL UE has been provided with addressing information to allow the configuration management client in the VAL UE to access the configuration management server in the partner VAL system.
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Figure 11.3.4.2.2-1:
Retrieval of user profile in partner VAL system
1.
The configuration management client in the VAL UE of the migrating VAL user requests the VAL user profile for migration from the configuration management server in the partner VAL system.
2.
The configuration management server in the partner VAL system requests the VAL user profile from the configuration management server in the primary VAL system of the VAL user.

3.
The configuration management server in the primary VAL system of the VAL user retrieves the VAL user profile from the VAL user database in that primary VAL system. The identification of the partner VAL system to which the VAL user is attempting to migrate is used to determine which VAL user profile is retrieved for that VAL user for migration to that partner VAL system.

4.
The configuration management server in the primary VAL system provides the VAL user profile to the configuration management server in the partner VAL system of the VAL user, optionally requesting validation of the modified VAL user profile.

5.
The partner VAL system of the VAL user modifies the VAL user profile according to local configuration information and stores the modified VAL user profile in the VAL user database in the partner VAL system.

6.
If the primary VAL system requested validation of the VAL user profile in step 4, the configuration management server in the partner VAL system of the migrating VAL user may send the modified VAL user profile to the configuration management server of the primary VAL system of the VAL user to allow the primary VAL system of the VAL user to validate the modified VAL user profile.

7.
The primary VAL system of the migrated VAL user validates the modified VAL service profile of the migrated VAL user.

8.
The primary VAL system of the migrated VAL user responds to the partner VAL system with the results of the validation process.

9.
The configuration management server in the partner VAL system provides the VAL user profile to the configuration management client of the migrating VAL user,

NOTE:
Step 9 is not followed if the validation process fails.
11.3.4.3
VAL user receives updated VAL user profile data from the network
The procedure for VAL user obtaining updated VAL user profile data that is initiated by the network is illustrated in figure 11.3.4.3-1.
Pre-conditions:

-
The VAL user has performed user authentication in identity management server.

-
The VAL UE has secure access to the configuration management server.
-
The VAL UE has already obtained one or more VAL user profiles.
-
The configuration management server has access to the VAL user profile(s) associated with the VAL user ID of the VAL user or VAL UE ID.
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Figure 11.3.4.3-1: VAL user receives updated VAL user profile data from the network
1.
The configuration management server obtains updated VAL user profile data.

2.
The configuration management server sends a notification for VAL user profile data update to the configuration management client.

3.
The configuration management client sends get updated VAL user profile data request to the configuration management server, which includes the VAL user ID or VAL UE ID. 

4.
The configuration management server sends get updated VAL user profile data response to the configuration management client which includes the updated VAL user profile data requested in step 3.

NOTE:
The updated VAL user profile data could be for a specific VAL user profile, a specific parameter in an VAL user profile, a set of VAL user profiles, or all the VAL user profiles for the VAL user ID or VAL UE ID.  VAL user profile data is defined per VAL service.
11.3.4.4
VAL user updates VAL user profile data to the network
The procedure for VAL user updating the VAL user profile data is illustrated in figure 11.3.4.4-1.
Pre-conditions:

-
The VAL user has performed user authentication in identity management server.

-
The VAL UE has secure access to the configuration management server.
-
The VAL UE has already obtained one or more VAL user profiles.
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Figure 11.3.4.4-1: VAL user updates VAL user profile data to the network
1.
The configuration management client is triggered (e.g. by user interaction operation) to update the VAL user profile data on the configuration management server.

2.
The configuration management client sends update VAL user profile data request to the configuration management server, which includes the VAL user profile data to be updated.

3.
The configuration management server stores the received VAL user profile data.

4.
The configuration management server sends update VAL user profile data response to the configuration management client to confirm the VAL user profile data update is complete.

NOTE:
The updated VAL user profile data could be for a specific VAL user profile, a specific parameter in an VAL user profile, a set of VAL user profiles, or all the VAL user profiles for the VAL user ID and VAL UE ID. VAL user profile data is defined per VAL service.
11.4
SEAL APIs for configuration management

11.4.1
General

Editor's Note:
This clause will list SEAL APIs.

11.4.2
<API name> API
11.4.2.1
General
API description: 

11.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

12
Identity management
12.1
General
The identity management is a SEAL service that offers the identity management related capabilities to one or more vertical applications.

12.2
Functional model for identity management
12.2.1
General
The functional model for the identity management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for identity management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

12.2.2
On-network functional model description
Figure 12.2.2-1 illustrates the generic on-network functional model for identity management.
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Figure 12.2.2-1: On-network functional model for identity management

The identity management client communicates with the identity management server over the IM-UU reference point. The identity management client provides the support for identity management functions to the VAL client(s) over IM‑C reference point. The VAL server(s) communicate with the identity management server over the IM-S reference point.

Editor's Note:
The role of VAL-UU in the context of identity management is FFS.

12.2.3
Off-network functional model description
Figure 12.2.3-1 illustrates the off-network functional model for identity management.
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Figure 12.2.3-1: Off-network functional model for identity management

The identity management client of the UE1 communicates with the identity management client of the UE2 over the IM‑PC5 reference point.
12.2.4
Functional entities description
12.2.4.1
General

The functional entities for identity management SEAL service are described in the following subclauses.
12.2.4.2
Identity management client

The identity management client functional entity acts as the application client for vertical applications layer user identity related transactions. The identity management client interacts with the identity management server. The identity management client also supports interactions with the corresponding identity management client between the two UEs.
12.2.4.3
Identity management server

The identity management server is a functional entity that authenticates the vertical application layer user identity. The authentication is performed by verifying the credentials provided by the vertical applications' user. The identity management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The identity management server also supports interactions with the corresponding identity management server in distributed SEAL deployments.
12.2.5
Reference points description
12.2.5.1
General

The reference points for the functional model for identity management are described in the following subclauses.

12.2.5.2
IM-UU
The interactions related to identity management functions between the identity management client and the identity management server are supported by IM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
12.2.5.3
IM-PC5
The interactions related to identity management functions between the identity management clients located in different VAL UEs are supported by IM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
12.2.5.4
IM-C
The interactions related to identity management functions between the VAL client(s) and the identity management client within a VAL UE are supported by IM-C reference point.

12.2.5.5
IM-S
The interactions related to identity management functions between the VAL server(s) and the identity management server are supported by IM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
12.2.5.6
IM-E
The interactions related to identity management functions between the identity management servers in a distributed deployment are supported by IM-E reference point.

Editor's Note:
The functions enabled over IM-E reference point is FFS.
12.3
Procedures and information flows for identity management

12.3.1
General

The procedures related to the identity management are described in the following subcluases.

12.3.2
Information flows

NOTE:
Specifying the procedure for identity management is responsibility of SA3 and are specified in subclause x.y of 3GPP TS 33.xyz [X].

Editor's note: Adding reference to SA3 TS is FFS.

12.3.3
General user authentication and authorization for VAL services 

12.3.3.1
General

The high level user authentication and authorization procedure is described in the following subclause.
12.3.3.2
Primary VAL system
Figure 12.3.3.2-1 is a high level user authentication and authorization flow.
NOTE:
Defining the specific user authentication and authorization architecture required by the VAL services in order to realize the VAL user authentication and authorization is the responsibility of SA3.

Editor's note: Adding reference to VAL user authentication and authorization procedure in SA3 TS is FFS.

The user authentication process shown in figure 12.3.3.2-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP core is outside the domain of the VAL server.

Editor's note: The procedure described in this subclause as shown in Figure 12.3.3.2-1 may require further study. 
A procedure for user authentication is illustrated in figure 12.3.3.2-1. Other alternatives may be possible, such as authenticating the user within the SIP registration phase.
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Figure 12.3.3.2-1: VAL user authentication and registration with Primary VAL system, single domain

1.
In this step the identity management client begins the user authorization procedure. The VAL user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server. This step may occur before or after step 3. In a VAL system with multiple VAL services, a single user authentication as in step 1 can be used for multiple VAL service authorizations for the user.
2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the VAL service server(s)).
NOTE 1:
The VAL client(s) perform the corresponding VAL service authorization for the user by utilizing the result of this procedure.
NOTE 2:
Steps 2 and 3 are not required to be performed if the VAL service does not use SIP.
12.3.3.3
Interconnection partner VAL system

Where communications with a partner VAL system using interconnection are required, user authorization takes place in the serving VAL system of the VAL service user, using the  VAL user service authorization procedure specified in 3GPP TS 33.xyz [X].

NOTE:
The functionality of the VAL service authorization is responsibility of SA3.
Editor's note: Adding reference to VAL user authorization procedure in SA3 TS is FFS.
12.4
SEAL APIs for identity management

12.4.1
General

Editor's Note:
This clause will list SEAL APIs.

12.4.2
<API name> API
12.4.2.1
General
API description: 

12.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

13
Key management
13.1
General
The key management is a SEAL service that offers the key management related capabilities to one or more vertical applications.

13.2
Functional model for key management
13.2.1
General
The functional model for the key management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for key management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

13.2.2
On-network functional model description
Figure 13.2.2-1 illustrates the generic on-network functional model for key management.
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Figure 13.2.2-1: On-network functional model for key management

The key management client communicates with the key management server over the KM-UU reference point. The key management client provides the support for key management functions to the VAL client(s) over KM‑C reference point. The VAL server(s) communicate with the key management server over the KM-S reference point. 

13.2.3
Off-network functional model description
Figure 13.2.3-1 illustrates the off-network functional model for key management.
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Figure 13.2.3-1: Off-network functional model for key management

The key management client of the UE1 communicates with the key management client of the UE2 over the KM-PC5 reference point.
13.2.4
Functional entities description
13.2.4.1
General

The functional entities for key management SEAL service are described in the following subclauses.
13.2.4.2
Key management client

The key management functional entity acts as the application client for key management functions. It interacts with the key management server. The key management client also supports interactions with the corresponding key management client between the two UEs.
NOTE:
The functionality of the key management client is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].

Editor's note: Adding SA3 TS reference is FFS.

13.2.4.3
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and vertical application server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The key management server also supports interactions with the corresponding key management server in distributed SEAL deployments.
NOTE:
The functionality of the key management server is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].
Editor's note: Adding SA3 TS reference is FFS.

13.2.5
Reference points description
13.2.5.1
General

The reference points for the functional model for key management are described in the following subclauses.

13.2.5.2
KM-UU
The interactions related to key management functions between the key management client and the key management server are supported by KM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
KM-UU reference point provides a means for the key management server to provide security related information (e.g. encryption keys) to the key management client. The KM-UU reference point shall use the HTTP-1 and HTTP-2 signalling control plane reference points for transport and routing of security related information to the key management client.

NOTE:
KM-UU reference point is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].

Editor's note: Adding SA3 TS reference is FFS.13.2.5.3
KM-PC5
The interactions related to key management functions between the key management clients located in different VAL UEs are supported by KM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
13.2.5.4
KM-C
The interactions related to key management functions between the VAL client(s) and the key management client within a VAL UE are supported by KM-C reference point.

13.2.5.5
KM-S
The interactions related to key management functions between the VAL server(s) and the key management server are supported by KM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
KM-S reference point provides a means for the key management server to provide security related information (e.g. encryption keys) to the VAL server. The KM-S reference point shall use the HTTP-1 and HTTP-2 signalling control plane reference points for transport and routing of security related information to the VAL server.

NOTE:
KM-S is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].

Editor's note: Adding SA3 TS reference is FFS.
13.2.5.6
KM-E
The interactions related to key management functions between the key management servers in a distributed deployment are supported by KM-E reference point.

Editor's Note:
The functions enabled over KM-E reference point is FFS.
13.2.5.7
SEAL-X1
NOTE:
SEAL-X1 reference point between the key management server and the group management server is described in subclause 6.5.9.2.

13.3
Procedures and information flows for key management

NOTE:
Specifying the procedure for key management is responsibility of SA3 and are specified in subclause x.y of 3GPP TS 33.xyz [X].

Editor's note: Adding reference to SA3 TS is FFS.

13.4
SEAL APIs for key management

13.4.1
General

Editor's Note:
This clause will list SEAL APIs.

13.4.2
<API name> API
13.4.2.1
General
API description: 

13.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

14
Network resource management
14.1
General
The network resource management is a SEAL service that offers the network resource management (e.g. unicast and multicast network resources) related capabilities to one or more vertical applications.

14.2
Functional model for network resource management
14.2.1
General
The functional model for the network resource management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for network resource management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

14.2.2
On-network functional model description
Figure 14.2.2-1 illustrates the generic on-network functional model for network resource management.
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Figure 14.2.2-1: On-network functional model for network resource management

The network resource management client communicates with the network resource management server over the NRM-UU reference point. The network resource management client provides the support for network resource management functions to the VAL client(s) over NRM‑C reference point. The VAL server(s) communicate with the network resource management server over the NRM-S reference point.

The network resource management server communicates with the BM-SC via MB2-C and xMB-C reference points to obtain and control the multicast resources from the underlying 3GPP network system. The network resource management server communicates with the PCRF via Rx reference point to control the unicast resources from the underlying 3GPP network system.

14.2.3
Off-network functional model description
Figure 14.2.3-1 illustrates the off-network functional model for network resource management.
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Figure 14.2.3-1: Off-network functional model for network resource management

The network resource management client of the UE1 communicates with the network resource management client of the UE2 over the NRM‑PC5 reference point.

Editor's note:
Whether off-network support is required for network resource management is FFS.

14.2.4
Functional entities description
14.2.4.1
General

The functional entities for network resource management SEAL service are described in the following subclauses.
14.2.4.2
Network resource management client

The network resource management client functional entity acts as the application client for the management of network resources. The network resource management client interacts with the network resource management server.

Editor's Note: Whether this functional entity is needed is FFS and will be removed if not needed.
14.2.4.3
Network resource management server

The network resource management server functional entity provides for management of 3GPP system network resources (e.g. unicast, multicast) to support the V2X applications. The network resource management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The network resource management server also supports interactions with the corresponding network resource management server in distributed SEAL deployments.
14.2.5
Reference points description
14.2.5.1
General

The reference points for the functional model for network resource management are described in the following subclauses.

14.2.5.2
NRM-UU
The interactions related to network resource management functions between the network resource management client and the network resource management server are supported by NRM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
Editor's note:
Whether NRM-UU reference point is required for network resource management is FFS.

14.2.5.3
NRM-PC5
The interactions related to network resource management functions between the network resource management clients located in different VAL UEs are supported by the NRM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
Editor's note:
Whether NRM-PC5 reference point is required for network resource management is FFS.

14.2.5.4
NRM-C
The interactions related to network resource management functions between the VAL client(s) and the network resource management client within a VAL UE are supported by the NRM-C reference point.
Editor's note:
Whether NRM-C reference point is required for network resource management is FFS.

14.2.5.5
NRM-S
The interactions related to network resource management functions between the VAL server(s) and the network resource management server are supported by the NRM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
14.2.5.6
NRM-E
The interactions related to network resource management functions between the network resource management servers in a distributed deployment are supported by NRM-E reference point.

Editor's Note:
The functions enabled over NRM-E reference point is FFS.
14.2.5.7
MB2-C
The reference point MB2-C supports the control plane interactions between the network resource management server and the BM-SC and is specified in 3GPP TS 29.468 [13]. 

14.2.5.8
xMB-C
The reference point xMB-C supports the control plane interactions between the network resource management server and the BM-SC and is specified in 3GPP TS 26.348 [10].

14.2.5.9
Rx

The reference point Rx supports the interactions between the network resource management server and the PCRF and is specified in 3GPP TS 29.214 [12].

14.3
Procedures and information flows for network resource management

14.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

14.3.2
Information flows

Editor's Note:
This subclause will describe the information flow tables

14.3.3
<Procedure x>
Editor's Note:
Provide a suitable title for the procedure.

14.3.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

14.3.3.2
Procedure

Editor's Note:
This subclause will describe the detailed procedure with associated diagram.

14.4
SEAL APIs for network resource management

14.4.1
General

Editor's Note:
This clause will list SEAL APIs.

14.4.2
<API name> API
14.4.2.1
General
API description: 

14.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

X
<SEAL service>
X.1
General
Editor's Note:
This subclause will provide the general description.

X.2
Functional model for <SEAL service>
X.2.1
General
Editor's Note:
This subclause will provide the general description.

X.2.2
On-network functional model description
Editor's Note:
This subclause will provide illustration of the functional model with the related diagrams

X.2.3
Off-network functional model description
Editor's Note:
This subclause will provide illustration of the functional model with the related diagrams

X.2.4
Functional entities description
Editor's Note:
This subclause will describe the functional entities

X.2.5
Reference points description
Editor's Note:
This subclause will describe the reference points

X.3
Procedures and information flows for <SEAL service>
X.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

X.3.2
Information flows

Editor's Note:
This subclause will describe the information flow tables

X.3.3
<Procedure x>
Editor's Note:
Provide a suitable title for the procedure.

X.3.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

X.3.3.2
Procedure

Editor's Note:
This subclause will describe the detailed procedure with associated diagram.

X.4
SEAL APIs for <SEAL service>
X.4.1
General

Editor's Note:
This clause will list SEAL APIs.

X.4.2
<API name> API
X.4.2.1
General
API description: 

X.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.

15
Service-based interface representation of the functional model for SEAL services
15.1
General
The functional models for SEAL services is represented using functional entities and reference points between the functional entities as specified in subclause 6. The vertical industry applications consume the SEAL services in the form of APIs. Each SEAL service offers these APIs on a service-based interface to all its consumer entities.

15.2
Functional model representation
Figure 15.2-1 illustrates the service-based interface representation of the functional model for SEAL services.
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Figure 15.2-1: SEAL generic functional model representation using service-based interfaces

The SEAL server(s) exhibit the service-based interfaces which are used for providing and consuming SEAL services. The service APIs are specified for each SEAL server enabled over the service-based interface. The service-based interfaces of specific SEAL services are specified in this document. All the interactions with SEAL are governed based on the reference point interactions of the functional models specified in subclause 6.

NOTE:
The service-based interface for the VAL server is out of scope of the present document.
The SEAL client(s) interact with the corresponding SEAL server(s) over the reference points specified in subclause 6.

The service APIs offered by the SEAL servers are published and discovered on the CAPIF core function as specified in 3GPP TS 23.222 [7].

Editor's note:
Whether and how CAPIF core function is represented in the SEAL generic functional model representation using service-based interfaces is FFS.
15.3
Service-based interfaces
Table 15.3-1 specifies the service-based interfaces supported by SEAL.

Table 15.3-1: Service-based interfaces supported by SEAL
	Service-based interface
	Entity
	APIs offered

	Nlm
	Location management server
	Specified in subclause 9.4

	Ngm
	Group management server
	Specified in subclause 10.4

	Ncm
	Configuration management server
	Specified in subclause 11.4

	Nim
	Identity management server
	Specified in subclause 12.4

	Nkm
	Key management server
	Specified in subclause 13.4

	Nnrm
	Network resource management server
	Specified in subclause 14.4
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SEAL relationship with application enabler layer aspects of verticals
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